HOW TO BUILD A CYBERSECURITY PROGRAM TO KEEP
YOUR EQUIPMENT COVERED

" DID VHFXULIN LV Rl SDUDPRXQW LPSRUIDQFH IR 4HHIIV 8 HYHQ
the smallest data breach could lead to a company’s loss

LQ UHYHQXH DQG FXVIRPHUV DV ZH00 DV D SRIHQILDO KLW RQ LIV
UHSXIDILRQ $V WKH AHHI LQGXVIU\ FRQILQXHV WR IRFXV RQ GLJILWDO
WUDQVIRUPDILRQ LQUILDILYHV PDQDJIHPHQW KDV EHFRPH PRUH
FRQFHUQHG ZLWK GDIID VHFXULIN\ EHFDXVH PDQ\ FRPSDQLHV VIILOD
KDYH RXIIGDWHG LQIRUPDILRQ WHFKQRORJIN ,7 LQIUDVWUXFWXUH WKDI
ODFNV PRGHUQ WHFK VDIHIXDUGV ,Q UHJIDUG IR FRQWIUXFILRQ -*HHIV
HP SOR\HHV DFFHWLQJ FRPSDQ\ LQIRUPDILRQ WKURXJK YDULRXV
QHWZRUNV 8 DORQJ ZLIK YHQGRUV DQG VXEFRQWUDFIRW DFFHWLQJ
FHUNDLQ VAVIHPV DQG GDIID 8 FUHDIIH PDQ\ VXVFHSWLEOH SRLQIV RI
LQTOWDILRQ IRV F\EHUFULPLQDV

7KH LQFUHDVHG DGRSILRQ RI WHOHPDILFV GHYLFHV KDV DOVR
WDQVIRUPHG AHHIV LQIR PRELOH GDHD IDFIRULHY = KLOH L LV

YLWDO WKDI AHHI RSHUDILRQV KDYH IIKH DELILIN IRU LQIRUPDILRQ

IR +RZ IUHHO\ WKHUH PXVIf DOVR EH VIDELOLIN ZKHQ EDIDQFLQJ
RSHQQHWV DQG WKH SURIHFILRQ R VHQULILYH GDID 1HZHU YHKLFOHV
XILOLJH VRPH RI IKH PRVIl FRPSOH[ DQG FRQQHFIHG IHFKQRIRI\
8 PDNLQJ IKHP YX0QHUDEOH IR KDFNHUY 6RPH KDFNHUV FDQ
FRQIURO QHDUON HYHUN. IXQFILRQ RI D YHKLFOH LQFOXGLQJ HQJLQH
SHUIRUPDQFH EUDNLQJ VAVIHPY DLUEDJ GHSOIR\PHQIl SRZHU
VIHHULQJ ZLQGVKLHIG ZLSHU IXQFILRQDOLIN DQG VHFXULIN IHDHXUHV

1HZ IRUPV RI IHFK SURYLGH QXPHURXV EHQHYWV IR *HHIIV
DQG DUH EHFRPLQJ PRUH RI WKH VIDQGDUG DV WKH WHFK FDQ

UHGXFH DFFLGHQIV ZKLOH DIORZLQJ +HHIl PDQDJIHUV IR SULRULILTH
RSHUDILRQV DQG IX0r00PHQH = KLOH PDQN IHDHXUHV LPSURYH
VDIHIN HIFFLHQF\ DQG FRQYHQLHQFH IIKH HYRIXILRQ RI GLILILJHG
HFKQRORJ\ LQ 1HHI YHKLFOHV HVVHQILDOO\ PDNHV IKHP D PRYLQJ



ORZHU KLVIIRULF LQYHVWPHQI LQ VHFXULIN LQIUDVIUXFIXUH DQG D
ZRUNIRUFH WKDI QHHGV XSVNLOOLQJ LQ XVLQJ IRROV HITHFILYHO\ DQG
safely.

&RQVIUXFILRQ LV DOVR YXO0QHUDEOH EHFDXVH RI IKH ZD\ WKH
LQGXVWU\ KDV KLVIRULFDOO\ ZRUNHG ODQ\ FRQWUDFIRUV VIILOO UHO\ RQ
SDSHU GRFXPHQW DQG GUDZLQJV IRU WIKHLU HYHUNGD\ WIDVNV ZKHQ
PDQDJLQJ GLIHUHQW SURIHFIV %\ DGRSILQJ WHFK VROXWLRQV VXFK
DV GDIID DQDONILFY FRPSDQLHV FDQ UHGXFH WKHLU GLUHFW 0DERU FRVIV
DQG DYRLG XQH[SHFIHG FODLPV DQG RIIKHU FRVIV

7KURXJIK KKH DGRSILRQ RI WHFKQRIRJI\ WKH VHFIIRU KDV EHFRPH
ULFKHU ZLWK GDID DORQJ ZLIK RUIDQL]DILRQV VHHNLQJ IR HGXFDIH
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S5REHUI 1DZ\ LV &(2 RI .3 _H\V &\EHU 3DUIQHUY D SURYLGHU RI DQ LQGXVWU\
OHDGLQJ VHFXUH RSHUDILRQDO IHFKQRORIN 27 DQG LQIRUPDILRQ WHFKQRORIN ,7
LQWHOOLIHQFH SODWIRUP WKDI DGGUHVVHV WIKH FRPSOH[ F\EHUVHFXULIN\ GDIID DQG
FULWLFDO LQIUDVWUXFWXUH SURWHFILRQ FKDOWHQJHY IDFHG E\ RSHUDIRWY RI PLWLRQ
FULWLFDO QHIZRUNV 1IRU FXVIRPHUV LQ WKH HQHUJ\ JRYHUQPHQW DQG SXEOLF VDIHIN
FRPPXQLFDILRQV DQG LQGXVWULDO PDUNHIV

About the Article

SHSXEOLVKHG IURP &RQVIUXFILRQ Y%XVLQHW 2ZQHU &RQVIUXFILRQ %XVLQHW 2ZQHU

&%2 LV IIKH 0HDGLQJ EXVLQHW PDJID]LQH IRU FRQIUDFIRUY DQG LV GHVLIQHG IR KHIS
RZQHUW RI FRQVIUXFILRQ FUPV UXQ VXFFHWIX0 EXVLQHWHV )RXQGHG LQ &%2

SURYLGHV UHDO ZRUIG EXVLQHW PDQDIHPHQI HGXFDILRQ DQG NQRZOHGJIH IIKDI LV RI
UHDO YDOXH IR IKH RZQHUV RI FRQVIUXFILRQ FRPSDQLHV

$Q\ YLHZV DQG RSLQLRQV H[SUHVVHG LQ WKLV DUILFOH PD\ RU PD\ QRW UH-*HFI WKH
YLHZV DQG RSLQLRQV RI WKH &RQVIUXFILRQ ODQDJIHPHQI $VVRFLDILRQ Rl $PHULFD
&O$$ %\ SXEILVKLQJ WKLV SLHFH &O$$ LV QRIH[SUHVWLQJ HQGRUHPHQW RI IIKH
LQGLYLGXDO WKH DUILFOH RU WKHLU DVVRFLDWLRQ RUJDQL]DILRQ RU FRPSDQ\
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