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HOW TO BUILD A CYBERSECURITY PROGRAM TO KEEP 

YOUR EQUIPMENT COVERED

'DWD�VHFXULW\�LV�RI�SDUDPRXQW�LPSRUWDQFH�WR�ʴHHWV�Ȣ�HYHQ�

the smallest data breach could lead to a company�s loss 

LQ�UHYHQXH�DQG�FXVWRPHUV��DV�ZHOO�DV�D�SRWHQWLDO�KLW�RQ�LWV�

UHSXWDWLRQ��$V�WKH�ʴHHW�LQGXVWU\�FRQWLQXHV�WR�IRFXV�RQ�GLJLWDO�

WUDQVIRUPDWLRQ�LQLWLDWLYHV��PDQDJHPHQW�KDV�EHFRPH�PRUH�

FRQFHUQHG�ZLWK�GDWD�VHFXULW\�EHFDXVH�PDQ\�FRPSDQLHV�VWLOO�

KDYH�RXWGDWHG�LQIRUPDWLRQ�WHFKQRORJ\��,7��LQIUDVWUXFWXUH�WKDW�

ODFNV�PRGHUQ�WHFK�VDIHJXDUGV��,Q�UHJDUG�WR�FRQVWUXFWLRQ�ʴHHWV��

HPSOR\HHV�DFFHVVLQJ�FRPSDQ\�LQIRUPDWLRQ�WKURXJK�YDULRXV�

QHWZRUNV�Ȣ�DORQJ�ZLWK�YHQGRUV�DQG�VXEFRQWUDFWRUV�DFFHVVLQJ�

FHUWDLQ�V\VWHPV�DQG�GDWD�Ȣ�FUHDWH�PDQ\�VXVFHSWLEOH�SRLQWV�RI�

LQʳOWUDWLRQ�IRU�F\EHUFULPLQDOV�

7KH�LQFUHDVHG�DGRSWLRQ�RI�WHOHPDWLFV�GHYLFHV�KDV�DOVR�

WUDQVIRUPHG�ʴHHWV�LQWR�PRELOH�GDWD�IDFWRULHV��:KLOH�LW�LV�

YLWDO�WKDW�ʴHHW�RSHUDWLRQV�KDYH�WKH�DELOLW\�IRU�LQIRUPDWLRQ�

WR�ʴRZ�IUHHO\��WKHUH�PXVW�DOVR�EH�VWDELOLW\�ZKHQ�EDODQFLQJ�

RSHQQHVV�DQG�WKH�SURWHFWLRQ�RI�VHQVLWLYH�GDWD��1HZHU�YHKLFOHV�

XWLOL]H�VRPH�RI�WKH�PRVW�FRPSOH[�DQG�FRQQHFWHG�WHFKQRORJ\�

Ȣ�PDNLQJ�WKHP�YXOQHUDEOH�WR�KDFNHUV��6RPH�KDFNHUV�FDQ�

FRQWURO�QHDUO\�HYHU\�IXQFWLRQ�RI�D�YHKLFOH��LQFOXGLQJ�HQJLQH�

SHUIRUPDQFH��EUDNLQJ�V\VWHPV��DLUEDJ�GHSOR\PHQW��SRZHU�

VWHHULQJ��ZLQGVKLHOG�ZLSHU�IXQFWLRQDOLW\��DQG�VHFXULW\�IHDWXUHV�

1HZ�IRUPV�RI�WHFK�SURYLGH�QXPHURXV�EHQHʳWV�WR�ʴHHWV�

DQG�DUH�EHFRPLQJ�PRUH�RI�WKH�VWDQGDUG��DV�WKH�WHFK�FDQ�

UHGXFH�DFFLGHQWV�ZKLOH�DOORZLQJ�ʴHHW�PDQDJHUV�WR�SULRULWL]H�

RSHUDWLRQV�DQG�IXOʳOOPHQW��:KLOH�PDQ\�IHDWXUHV�LPSURYH�

VDIHW\��HIʳFLHQF\��DQG�FRQYHQLHQFH��WKH�HYROXWLRQ�RI�GLJLWL]HG�

WHFKQRORJ\�LQ�ʴHHW�YHKLFOHV�HVVHQWLDOO\�PDNHV�WKHP�D�PRYLQJ�
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ORZHU�KLVWRULF�LQYHVWPHQW�LQ�VHFXULW\�LQIUDVWUXFWXUH�DQG�D�

ZRUNIRUFH�WKDW�QHHGV�XSVNLOOLQJ�LQ�XVLQJ�WRROV�HIIHFWLYHO\�DQG�

safely.

&RQVWUXFWLRQ�LV�DOVR�YXOQHUDEOH�EHFDXVH�RI�WKH�ZD\�WKH�

LQGXVWU\�KDV�KLVWRULFDOO\�ZRUNHG��0DQ\�FRQWUDFWRUV�VWLOO�UHO\�RQ�

SDSHU�GRFXPHQWV�DQG�GUDZLQJV�IRU�WKHLU�HYHU\GD\�WDVNV�ZKHQ�

PDQDJLQJ�GLIIHUHQW�SURMHFWV��%\�DGRSWLQJ�WHFK�VROXWLRQV�VXFK�

DV�GDWD�DQDO\WLFV��FRPSDQLHV�FDQ�UHGXFH�WKHLU�GLUHFW�ODERU�FRVWV�

DQG�DYRLG�XQH[SHFWHG�FODLPV�DQG�RWKHU�FRVWV�

7KURXJK�WKH�DGRSWLRQ�RI�WHFKQRORJ\��WKH�VHFWRU�KDV�EHFRPH�

ULFKHU�ZLWK�GDWD�DORQJ�ZLWK�RUJDQL]DWLRQV�VHHNLQJ�WR�HGXFDWH�
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